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Introduction 


Why are children mentioned here? 


In the last years, more and more 
social media users are children. 
The Convention of The Rights of 
The “Chiudd. from the. United 
Nations establishes that ‘a 





iad child is every human being below 
fa | | bd the age of eighteen years 

a S unless, under the law applicable 
| | ; to the child, a majority is 

Zs attained earlier’ (1). The 


previous shows us two crucial 
“tb | insights. First, every human 
being under 18 is considered a 
ney child, and therefore it belongs 
) to a group with specific human 
' rights and procedures to manage 
4 Gata, Girrerent Trom adulics. 
> | peConc, that to be recognizable 
t as a child also depends on each 
COounLry 1m force Law, 
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How they relate to Social Media? 


Social media platforms and their regulations also vary per 
country regarding the treatment of underaged users and their 
data. It might be prudent to ask yourself before starting the 
research: How are Social Media platforms approaching 
collecting data of the minors that are increasingly present in 
the online world? -1if you are consciously collecting 
children's data-. Is there a way to make sure that the data 
collected is actually from adults?, and how do I treat 
unconscious data of children that might be present in my 
research? - If the research is directed to an adult sample-. 
Whether consciously or unconsciously, there is data collected 
from children; researchers need to be mindful of the correct 
way to treat it. 


What will this zine offer you? 


By illustrating basic information of Social Media platforms, 
this zine wants to offer a primary starting point on 
reflections for researchers when planning research in social 
media, whether the study is intended for adults or children. 
It will present the way how currently six popular social 
platforms among children deal with their underage users. It 
will help to overview the visibility of children in Social 
Media and controversies around it. Most of the following sites 
have pre-existing policies to protect children under a certain 
age, which vary between 13 to 18, to use or publish on the 
platforms. However, many teens lie about their age to gain 
full access and post. In the end, a step-by-step guide will 
help researchers to be mindful of the presence of children in 
Social Media before starting research and how to deal with 
possible children's data collected - consciously or 
unconsciously- in the proper way. 








APCHAT 


Snapchat is an online platform, mostly downloaded as a smartphone 


app, where one can send pictures or videos which last between 1 
to 10 second. One can also post then, 
25%, deter. Morecver, 
section. 





but they will disappear 
one Can talk with friends through. a chat 
It is mainly used to shared moments of one’s daily 
laves;, SUCK tes Sully Deer ubes, Funny Content, oF Ist. Chiat. 
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How public is snapchat? 


Sflapchel us mot public Jike Youtube and Instagram, 


only see other’s content by asking the other, 
users’ acceptance, 
MoheG 7er, 


and one can 
anid with both 
people can exchange pictures and videos. 
individuals can add their number and snapchat 


automatically. shows: the Shapchatl. accounts of their contacts: 


Searching for friends’ names and accounts on Snapchat is also 


a possible way to find them. One can also share the URL with 
someone for them to find their account. Lastly, people can add 
friends directly via their snap code. 


Individuals can always deny or accept someone’s request as a 
friend on Snapchat and have the autonomy to reject people at 
any time. 


Why should you mindful? 


Some individuals may use their Snapchat account in the same 
way they would a public Instagram page to post daily updates 
to their triende:..or tollowers, However, this ~tAaformation 
remains private (even if this person has more than a thousand 
Friends) 


When doing research we need to keep in mind that the overall 
POpulation or Lhis placrorm consisces: of 204 (2) Minors, who 
deserve the utmost attention and protection from researchers. 


As posts on Snapchat only last a few seconds to a day, 
individuals post information they want or do not mind 
disappearing after this period. Consequently, when conducting 
research, one should keep in mind this crucial aspect to store 
ibe Gate wel. 
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OY OUTUBE 


YouTube is an online video content platform with easy and free 
access. No registration is needed to watch different kinds of 
videos, documentaries, or movies. Every day, YouTube users 
watch more than one billion hours of content and upload 
hundreds of hours of content every minute (3). Users with 
registration can also subscribe to their favourite content 
creators, upload their own content, add to other users' 
playlists or comment and rate videos. 
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Although in 2015 YouTube created an app intended for children 
under 13 called ‘YouTube Kids’, the company recognizes that 
minors under 13 still use the main platform. 


How public is YouTube for Children? 


Based on last year's controversy around content harmful in any 
way to Children, YouTube had developed a child safety policy. 
However, some risks as the uncertainty of the providers of 
content in children's channels and inappropriate children's 
content hidden popular children's animations, among others, 
had led the platform to delete thousands of videos and ban 
channels constantly. For example, between October and December 
of 2020, a total of 3,826,486 videos were deleted (4). 


Besides, video contents are classified and tagged to be 
acceded by a specific target audience, e.g., prohibited under 
18. (However, despite that in their policy, YouTube recognizes 
that minors are considered under 18 years in most countries. 
The main platform is accessible without logging for minors of 
all ages, even minors under 13 (5). 
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Why should researchers be mindful? 


It concerns that despite the platform acknowledging a minor as 
a person younger than 18, the minimum age to login to the main 
platform is 13, and there is no complete certainty of the 
actual age of minors who claim to be 13 and above. In 
addition, minors of all ages can access without login to the 
main platform to watch and upload video content. Therefore, 
when doing online research on YouTube, researchers could 
potentially encounter unconsciously collecting data of minors. 
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YouTube 


TRIBUTE 


» Fix You - Coldplay (Indian Version) 
| Tushar Lall | The Indian Jam Pr... 
Tushar Lall - 798K views 
9 months ago 
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© News 
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#WINTERISHERE TRAILER #2 


#WinterlsHere Trailer #2 (HBO) 
HBO - 11M views 


Game of Thrones Season 7: 


Urbanization and the future of cities - 
Vance Kite 
813K views 
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7K Share Download Add to 
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Up next Autoplay (2) 


How to Make an 
Attractive City 
The School of Life 
1.1M views 


What a driverless 
world could look 
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@ Watch later 


Available offline 
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— 0 videos 
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Favorites 
28 videos 
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1 video 


Liked videos 
476 videos 
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Is this a dance app? 


Tiktok 1s a social platform, which can be downloaded as a 
smartphone app. People post videos up to fifteen seconds, 
with a pre-registered background sound, voice or music. Posts 
Vel NE COMmulUmh 6 fLCeCec,@ bo Ganeenro Elie ssUCm ac. Dl. 





Can you see everyone? 


When you post a video, you have three options for with whom 
you want to share it. 


ECan bevpubilvesand becomes yisiibke ror aim accounes.) Phas ics 
only possible for a public account that is already accessible 
by anyone. 


COUN Catit a lew 2 Omi ey omie or Ol Owe Soe Oinie OS fee mens 
thermcase for private accounts yor ’private and public accounts; 
share it only with your friends. 


You can decide to post something private, which you will be 
the only one to access. 
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Y Who is on TikTok? 


Teenagers and young adults mostly use this social platform 

(6). And most users are women (7). The minimum age to use the 

app is thirteen, yet restrictions remain blurry as twelve | 
under can watch videos, but sharing personal information is CO 
blocked. Between the age of thirteen to fifteen can post 
videos but only as a private account. Users must be sixteen 
and over to post publicly and live stream their content, and 
buying gifts is not allowed to a minor. Despite, these 
restrictions many lie on their age to have full access to the 
app and share their content. Only in Europe, most under 
fourteen represent between 35% to 45% of the population on 
Tikcok. 


Why should you protect your data? 


As minors largely use TikTok, researchers must consider the 
vulnerability and privacy of their population. Most teens post 
dance videos public to have more followers or make money 
WLEMOUEy biel “Own SliUar Lon in mind. Minors vara exposed to thie 
public eye, and researchers should try to avoid including them 
in their research or over-protect the data they collect and 
share on them. 
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What is Facebook? Vy 


Facebook is a social platform created to connect people by ™— 
INS EOE Sane, wlaieewlcla jesiesoie Ih jouccueslles 4 Ihe los ocuec Cif ire 
platform is necessary to make a registration. Due to 
KeSPEECELOUS wim the. Chaivkcisei Ss OMmibie elves Ee mOlLeCCEMOmenceE, 
minors under the age of 13 are not allowed to create a profile 
on the platform because their data as geolocation needs the 
consent of their parents to be collected. Facebook constantly 
encourages users to report profiles of children under 13, in 
order to shut them (8). 
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Who is on Facebook? — 


Despite the efforts of Facebook to control the age of their 
users, there 1s an estimation that '7.5 million' of users of 
the total estimated (2,45 billion) are children under 13 (9). 
It is believed that children create profiles with fake ages, 
and some of them even under the knowledge of their parents. 
Besides, recent surveys made this year (2021) show that over 
S253 Om aS cecil ive Bec CeeoOllaes Ci Wecelco)< loeileinic, io 
minors between 13 and 18 years (10). Some of the platform's 
requlakzvons =O Prokece ENG Priavacy Of Minors with acrive 
accounts are to don't show their age nor information as the 
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In 2017, Facebook created an app called Messenger Kids, where 
children between 6 and 13 years can interact with other kids 
under the supervision of their parents. The accounts created 
are linked to the Facebook of their parents, who need to give 
consent and can supervise the activity of their children (i111). 
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Why should researchers be mindful? 


Although Facebook seems to be actively paying attention to 


Close fake Facebook accounts, 


under 13, there are still many children than possibly use 
Facebook without knowing the consequences that a public 


profile may entitle. 


Researchers might encounter data from 


fake accounts of children under 13 that are not allowed to 
tele al elioue “elie “siblelveng il cliedomr iz elevSalie jochasionnS + 





Messenger Kids Parent Controls 


Contact Requests 


a e Brittany House requested to talk with Elle 
on Messenger Kids. 
: Erin House 

th Elle 


Messenger Kids Accounts 


Elle Miller 


Gianna Miller 
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Elle Miller 


Elle Miller 


Contact Requests 


‘amen Brittany House requested to talk with Elle 
‘ on Messenger Kids. 
A - at Erin House 


Elle 


Elle's Contacts 
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Bare Platt 
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Q Search 


Can't find one of Elle's friends? 
Invite their parent to get them the app 


5a invite 


Family Members 


e Michelle Min 
@ Robin Quick 


Kids Of Your Friends 


2) Grace Driscoll 
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NSTAGRAM 


What is Instagram? 


This social media is a place where people get to share photos 
and videos. Individuals can have a private account and only 
share their posts with the ones they accept as followers or 

public accounts where content is available for anyone on 
Instagram. Many celebrities such as politicians, actors, 
musicians, and athletes give updates about their life, 
projects, and interests. Companies and associations are also 
on the platform to give information on their activities and 
bring awareness to the Instagram community. These individuals 
andeG@aoupse share kneun Convene Enrougn a soulo be Paccounme. Moet 
accounts share pictures which is accessible like other social 
media via a 'feed'. 


Is everyone on this platform? 


More than thirty percent of the accounts on Instagram are 
between thirteen and twenty-four, and less than four percent 
are youngsters between thirteen and seventeen (12). Teens have 
to be thirteen and over to access this social media, although, 
like with other platforms, many lie about their age when 
creating an account. Overall, Instagram is relatively 
diversified as older than forty-four still constitute over 
eight percent of the users on the platform (13), and because 
fewer minors or pre-teens are active on it. Nevertheless, 
minors are still present and can share content with friends 
ane Ot Ow Ol ely. 








Why is it essential to protect 
researchers' information? 


Like with the other platforms, users of twelve and younger can 
share content without clear restrictions or consequences 
regarding their lie about their age and are subject to the 
public eye. Facebook (14) has recently said that they were 
working on a children's version of the app that parents could 
have access to and control over. This would also be valuable 
for a researcher, as younger teens may less use the original 
app, but taking the example of YouTube, users continue to lie 
to gain full access. This particular example shows how 
essential such platforms have become for minors and why 
researchers should prioritize the protection of their 
population when dealing with social media. As more and more 
underage users post content without realizing the platform's 
possible threat, the researcher should respect this online 
environment teens want to access for various reasons and 
protect their privacy and representation of themselves on 
iRiaverersie(erclaai 
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Crucial points before 
starting your Social Media 
research 


When doing online research in Social Media, the anonymity 
or uncertainty of the users' identity can lead to researches 
without knowing to collect data of minors. There are still 
many user accounts in diverse social media platforms when 
minors provide their wrong age only to get access. Although 
according to the European committee, the collection of data 
from minors is allowed, it follows specific parameters, where 
depending on the type of information collected, e.g., 
relagi ous ancli nations, race, localion, and “age, most or The 
times under 13 but also wp to Lo, 1t requires first the 
consent of the parents (15). 


It also encourages to be extra careful with minors' data 
Since minors have less awareness of the value of data, its 
Consequences Uses, and rigs, leo hpgidaghes- eae 1 as 
essential to apply strategies to guarantee the minor's age to 
be clear if it is necessary or not the parental permission. 
However, when doing online research in social media, it is 
vital first to check the country's General Data Protection 
Regulations (GDPR), where the data 1s extracted from and its 
rules directed to children's data. The GDPR works differently 
in each region, and therefore each platform might treat 
Minors’ data Gitterently. 


The in-force law of each country might also have different 
legal consequences for the inadequate treatment and use of 
data from minors and stipulate different ages to consider a 

Ciid -suroncomous of his online choices or Cepencenr: on 

parental permission. Like country-based ethics guidelines, a 
researcher should pay attention to the legal aspect of data 
when researching with children. 





Quick step by step guide to be 
mindful when data of children 
come across in your research 


1. Check the General Data Protection Regulations (GDPR) of 


the country or countries where the information will be 
taken from, especially the rules directed to children's 
data. This step will give an overview of the 
possibilities of uSing data and the ages from which 
children need parental consent to use their data. 


If data from children is consciously taken 


las 


Make sure to have the correspondent consents from their 
parents and children, depending on their age and 
regulations from step one, especially when it is about 
sensitive data. 


7 ine burden ot this public anrormation should mor be on 


the users but on the researcher to carry. Some people 
choose those platforms to escape or create another 
version of themselves which they may feel the need to 
hide from their parents or friends. Consequently, 
researchers should prioritize their population privacy 
above all and respect these creative spaces. 


If you want to avoid including children's data 

iG savy oud “Eie VaneenseLlous eC lMleoGcEVvon eG: GluniGinein = Gata 
without permission, apply strategies to ensure the age of 
EMS "Study pDakELeCipamres. It you ended Up with dara Erom 
minors, follow steps one, two, and three. 
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Short explanation of graphics 


The intention behind the chosen graphics is to confront the 
reader/researcher with the childlike mentality. This emphasizes the 
vulnerability of this population. And will hopefully lead to even 
more caution being taken by researchers when coming into contact 
with this population while doing digital ethnography. 
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